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Introduction

eyeShare™ is a Critical Situation Management solution. It provides your organization abilities

and tools to manage a large number of critical events. The system manages the events, sets

priorities and assigns tasks to the relevant person.

As a result, the availability level of critical systems improves and so does the quality of service.

System Features

Identifying events by using eyeShare™ correlation, aggregation and filtering mechanism.
Proactive events management throughout automated workflows.

Notification and escalation abilities by using various communication channels.
Bi-directional communication channels (Email, SMS, Phone, and IM).

Managing people and shifts by using eyeShare™ integrated shift management system.
Central dashboard that allows real time status report.

Events documentation and statistics reports.

This guide will take you through the steps required in order to start working with eyeShare™.

It will lead you step by step how to start configuring and using the system, so in the end, you will

be capable to create your own rules and workflows.
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Login

When installing eyeShare™ for the first time, a default user named admin is being created.
This user is defined as the system administrator. Use this user in order to login the system for
the first time (password = Admin) .

Enter eyeShare™ server IP address on the server field. If the dashboard is installed on the same
server as eyeShare™ server, the IP should be 127.0.0.1 (localhost).

Server 127.00.1

User Name
Password
ST

Login
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eyeShare™ Dashboard

eyeShare™ dashboard is the system main console. It can receive alerts from different sources
therefore it may perform as Console of Consoles. The dashboard can be fully customized
according the user requests and needs. The customization takes place at the resources section.
The dashboard contains detailed information regarding alerts and system status. On the upper
left side appears the name of the user who logged in to the dashboard. You can also see the
status of each communication channel (In case it was defined).

The alerts appear in the center of the screen. The line color represents different severity level
(you can find a legend in the bottom left corner). The WF column points out whether there is a
workflow currently running while the assign column holds the name of the person who is taking
care of the event. In the MTTR column you can find the average time it takes to solve this type
of event. .

In addition, the dashboard contains 3 different charts:

1. Opened per Severity: events classified according to its severity
2. Workforce Coordinator: the number of events being taking care of by each person.
3. Classifications: events classified according to the incidents classification.
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Configuring eyeShare™ Modules

The first step after installing the system is configuring eyeShare™ modules. In order to do so,
press the settings button on the upper right side of the dashboard. This will lead you to
eyeShare™ management studio. Choose the configuration section and define the modules.
When defining eyeShare™ modules you need to set the name of device on which the module

reside. In case you installed all the modules locally, use the localhost device which was created
during eyeShare™ initial installation.

FoNew < Scarch [

e ¥ Mame ¥ Deseiptin ¥ Devies 7| _Pot 7| Sttus 7| Monier ¥ OutCueue 7| InQueue ¥
- ,a Caller Server Caller 11003 up 0 0
& Pronunciation #f  EmailServer Localhost 11001 uP 0 0
. Settings e Executor Server Localhast 11006 ur 0 0
q SMS Server Localhast 11002 Dawn 0 0
@ To0E
;:‘ Variables
_ Studio
h ‘Workflow Designer
~ ._: Incidents Management
" Resources
Powered by Ayehu
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Email module configuration

eyeShare™ email module is being used in order to send and receive emails from the system.
Before defining the email module, we recommend that you create dedicated user in your
domain as well as email account related to this user. Use this user in order to configure you
email module.

Email Configuration Type Description

POP3 Incoming email is received by POP3 and outgoing
email is sent by SMTP.

Microsoft Exchange Server Incoming and outgoing email is handled by an
exchange server.

SMTP (Outgoing Only) Using SMTP for outgoing email only.
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Defining Email Module to Use GMAIL Account

The following configuration describes how to configure eyeShare email module to use GMAIL
account.

Email Module POP3 Settings [

Account Information

Name: John Smith

E-mail Address: john@gmail .com

Server Information

Incoming mail server: pop.gmail_.com 995

[ ] This server requires an encrypted connection (SSL)
Outgoing mail server (SMTP):  smtp_gmail.com 587
Use the following type of encrypted connection: TLS E]
Logon Information
User name: john@gmail .com

Password: |
["] Require logon using secured password authentication (SPA)

[¥] My outgoing mail server (SMTP) requires authentication
@ Use same settings as my incoming mail server

() Log on using

Require secured password authentication (SPA)

Test Account Settings | [ ok || cancel |
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Defining Email Module to Use Exchange Server

The following configuration describes how to configure eyeShare email module to use Exchange
server.
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eyeShare™ Executor Module

The next module you need to define is eyeShare Executor module. This module is responsible
for executing remote command using either WMI for Windows machines or SSH for UNIX based
machines.

Modules l—J&

[V| Enable Module

Type

Name Executor Server

Description

Device Localhost v
Port 11006

Cancel ] [ OK ]
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eyeShare™ Microsoft Operations Manager Module

eyeShare™ provides built-in connector to Microsoft Operations Manager. All you need to do is
define the module as follows:

1. Add your SCOM server as new device in the system

Admin Admin

_ e e R
& closiicaions 7| 1P Address 7| Praorm 7| swe 7|
AdminState Automatically Created Object Windows 200.. Defaut Site
E ayehu-ae030c149 Automatically Created Object Windows 200.. Defaut Site
(D Incidents BACKUP-SRV Automatically Created Object Windows 200.. Defaut Site
3 Caller 192.168.1.114  Windows 200.. Default Site
i R DEV-SRV Windows 200 Default Site
E?} Senvices Exchange Automatically Created Object Windows 200 Default Site
Gladistor SMS Server 192.168.1.140  Windows 200 Default Site
hawkeye Windows 200.. Defaut Site
Localhast Automatically Object 127.0.0.1 Windows 200.. Default Site
MOMSRV SCOM Server Windows 200.. Defautt Site
NETAPP Automatically Crested Object Windows 200.. Defaut Site
SAP_CCMS_sapprda01_P... Automatically Created Object Windows 200.. Defaut Site
SQL-SRY Automatically Created Object Windows 200.. Defautt Site
test Windows 200.. Defaut Site
= Studio UNIX-SRV Automatically Created Object 192.168.1.125  Linux Default Site
WEB-SRV Automatically Created Object Windows 200.. Defaut Site

P workflow Designer

~
Resources

Configuration

Powered by Ayehu

Device

[ Cancel |[ ok |
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2. Create new Microsoft Operations Manager module
3. Choose the name of device in which the module resides (usually localhost)
4. Choose the name of your SCOM server (from step 1)
5. Add your domain name
6. Insert user with administrative rights on your SCOM server

1)

R Ve
i =
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7. The last step configuring your SCOM connector is defining TAG. The tagging mechanism
is responsible for phrasing the message received from the SCOM.

Go to the configuration section, choose TAG and enter the built-in TAG named
Microsoft Operation Manager. All you have to do is configure the source as follows:

Tag @
MName Microsoft Operations Manager
Description  Microsoft Operations Manager
Object type Operator Value ["| Any Trigger
Soure S — YT -
Type Object Operator Value
= Update
,_‘;3 Source Equals SCOM
Bemove
Integration Code Language type |VE.MET -
,,,,,, 1
e if result.contains( "ProblemId: ") then ExternallD = mid(result,13,len(result)) &
125 if mid(result,2,6)="Name: " then classification = mid(result,7,len(result))
12 | ne=xt
145 if eventname <> "" then process =""
155 if Severity = "Error" then Severity = "Critical"
16 Select case state
17 case "O"
18 state = "down"
19 case "2Z55"
20 state = "up"
21 End Select hd
Subject
Message
| Cancel || oKk |
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eyeShare™ Command Line

eyeShare™ provides utility which enables you to send alerts to the system from any kind of
source. The command line allow you to integrate eyeShare™ with any system, including your
monitoring systems or any other application.

When you install the system, choose the eyeShare™ command line component. The utility will
be installed under C:\Program Files\eyeShare\eyeShare CMD.

In order to use it, open Windows CMD and execute the following command:

F N
BN Administrator: CAWindows\system32\emd.exe |£|E|éj

:S\Program Files“eyeShareveyeShare CHMD>

mi w

:~Program Files“eyeShareweyeShare CHMD>
“Program Files“eyeShareveyeShare CHMD>
:»Program FilesseyeShareveyeShare CHMD>
:“Program Files“seyeShareveyeShare CHD>
»Program Files“eyeShareveyeShare CHMD>eyeShareCHD.exe_

The utility can replace emails as alerts source, therefore it receives the following parameters:

IP Address: eyeShare server IP address

Port: eyeShare server port [optional]. Usually you don’t use this parameter
Source: message source as email address format

Destination:  message destination as email address format

Subject: message subject

Body: message body

HTML Body:  should the message be treated as an HTML message

Command Line Sample

eyesharecmd.exe" -p "127.0.0.1" -s "demo@ayehu.com" -d " demo@ayehu.com " -j "WEB-SRV
portal is down" -b "host: WEB-SRV desc: Portal state: Critical Severity: Critical info: Business
Service Portal is down"
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Defining new users

Go to the users section under the resources tab. Add your first user and insert his details.
If you would like to use eyeShare™ IM, insert the user desktop IP address into the IM field.

7~ =S
Admin Admin .
P -

B2 oue

=

Admin Administrator Admin Admin Default Site Admin@Iocalhost. .. 0000000 0000000

&

3 Brian Helpdek Brian Parker Default Site brian@ayehu.com 192.16¢
".{ User Groups 8 Daniel Project Manager Daniel Craig Default Site  daniel@ayshu com §72544567234
K see & ow Guy Brown Default Site  guy@ayehu com

3 Jack UNIX System Administrator Jack Hamilton Default Site jack@ayehu.com

8 James DBA James Green Default Site  james@ayehu com §72544307454

& o System Administrator John Smith Default Site  john@ayehu.com 972545434567 127.0.0

3 Louis IT Manager Louis Clark Default Site louis@ayehu.com

8 Michael DBA Michael Black Default Site michael@ayehu.c..

& Mime Mime Sweeper Default Site echo@mimeswee..

3 Nir Nir Asayas Default Site nir@ayehu.com 972522947738

& St DBA Steve Bauer Default Site anthony@ayehu .. 972522947735

_ Studio
™ Workflow Designer

Inddents Management

Configuration

|i Active Logs

i ] v

Edit eyeShare User

Voice Number
SMS Number

Home Phone Number +

Work Phone Number +

Mobile Number 2 +

roe e -]

[ Setioginpassword |
‘ eyeShare IM 127.0.0.1
Duay Eolor ‘

eyeShare System Aletts

DashBoard Settings

[ o< ][ concel |

— =y
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eyeShare™ Rule Base Engine

The Action Rules section contains set of rules. Each rule defines which workflow should be
initiated in case that certain condition is matched. When the system receives new alert, it goes
over the rules (up to bottom) in a search for a match. In case there is such one, it will execute
the workflow that was defined in the rule.

" Admin Admin
-~

™8 Workdlow Designer

= .Q.: Incidents Management

=,
Resources

% Configuration

Ii Active Logs

Use the New button on the top toolbar in order to create new rule:

2 Web Portal Recovery Web Portal Recovery [¥)

Q) Gonditions 3 Storage Alerts Executing Disks Cleanup (%)
3 Scheduled Acions 4 Escalation Proged: D Iation procedure W)
. 5 Exchange Troubleshooting  Performing Exchange Traubleshoating V]
&) 6 Backup Alerts Analyze backup alerts, Escalate and restart backup group if needed. (W)
7 Database Recovery Perform database recovery when receiving related alerts [¥)

a8 IVR Sanity Checks Execute [VR sanity checks V]

9 Networking Restart switch Q

10 PrintBOS Execute PrintBOS recovery procedure [¥)

B Restart BlackBerry Server  Restart BlackBerry Server whenaver Exchange restarts Q

12 VIP Escalations Escalate alerts coming from executives V]

13 General Server Ti General Server T Q

Powered by Ayehu

o Il L W N i)
Properties
Created by Admin Admin on 10/1/2009 9:58:10 PM Last modified by John Smith on 11/19/2003 5:14:37 PM
Name
Description  Web Portal Recovery
Timing Constraints
| G0 Ay I=] ‘
Condtion Wordlow Time frame Log categaries
I HIFO |=] @ 62] ways || [ setveLogs [-][ s |
n| Condition [ Workflow [ Time Frame | rogcategory |[Terminate | Uodaie |
1 EHS Recovery E\IS Recovery IM Demo EA\ways EAclwe Logs ]
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Conditions

The first step when creating a rule is defining new condition. Conditions can be based over the
event source, message body, subject, time frame and more. You can define complex conditions
which are based over several elements using the AND / OR operators.

Use the Add button next to the condition section in order to create new condition.

In this example the workflow will be initiated whenever the system receives alert that contains
the word IIS from the address alert@ayehu.com

g

Condition @
Condition name 115 Failure
Description
Condition IENI of the below ("AND™) P
@ Standard object type () Variables
Standard object type Operator Value
[Message Body -] [cotans -] it B
Type 0Object Operator Value
= Update
o Source Equals alert@ayehu.com
Re 2
B Message Body Contains s =
Cancel || 0K
Page 16 of 18

Ayehu Software Technologies Ltd.


mailto:alert@ayehu.com

January 2011

O ayehu

critical situation management

Workflows

The next step when defining a rule is creating workflow. Using eyeShare™ you can create

automated or semi-automated workflows. Workflows can be initiated in three different ways:

1. Asaresult of an external event
2. Manually from the dashboard
3. Using eyeShare™ Schedule Actions feature

The workflow designer contains set of built-in activities divided into different categories. All you
have to do is drag and drop activities into the designer and build your scenario. Of course, you

can use eyeShare™ bi-directional communication channel capabilities in order to create

interactive workflow which involve human decisions throughout the process.

al Workflow Designer =
|l Save il Save and close (34 Discard and close | () Zoom = % Remove activity | @ Verify workflow | [ Details @ Help & Print... =

Name: [IS Recovery

|| pescription: [Check URL and recover s

Active Directory -
Communication
Compression
Database
Developer

E Execution

B Exetor

< GetCPU

> GetDisk Space

& GetMemory

m

. Get Operating System
& Get Service Status
¥ GetSystemUptime
@ Performance Monitor
&P Restart Service

0 serverRestart

B server Shutdown

& start Service

& Stop Service L4
UserAuthentication

Files and Folders

Incidents

MR

Knoviledge Base

Math Functions

Memory and Functions

Sequential Workflow

“heck_IIS_Status|
Desciption
Enabled | True

Value: Success

Continue normal flow

?

Gommand: uriCheck1

v

= Check_Status
P
4

[ h |
Status_OK Status_Failure
@ @
| |
Value: Failure
3 3

Sarvice:ISADMIN on WEB-SRV

. ) ¥

& Check_lIS_Status
P
X

ad

n
-
T

AEI

Value: Running Value: Stopped

y

To: User - Admin
I J

\ -

11S_DOWN

Return Value - returnValued

HostName: WEB-SRYV

1

EEIE]
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Active Logs

Use the Active Logs section in order view and analyze events status. When the system receives
new event, a new line will appear in the Active Logs screen. You can see the event exact time
and date, event source, workflow name and additional information related to the event.

_ Event Origin_|

1/20/2011 11:16:32 AM Incoming event eyeShare CMD Line  WEB-SRV 113 Recovery IM De.. niralent@ayeh.. WEB-SRV ayehu portal is down

1/20/2011 10:21:37 AM System alert eyeShare Server eyeShare Module eyeShare@S_.  Manual Alert - Service: eyeShare Module Clas|
1/20/2011 7:52:29 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
1/20/2011 6:04:51 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
1/19/2011 10:51:33 PM System alert eyeShare Server eyeShare Module eyeShare@S..  Manual Alert - Service: eyeShare Module Class
1/19/2011 7:38:57 PM System alert eyeShare Server eyeShare Module eyeShare@S . Manual Alert - Service: eyeShare Module Class
1/19/2011 2:37-11PM System alert eyeShare Server eyeShare Module eyeShare@S . Manual Alert - Service: eyeShare Module Class
1/15/2011 8:36:46 AM System alert eyeShare Server eyeShare Module eyeShare@S_.  Manual Alert - Service: eyeShare Module Class
1192011 74712 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
1/18/2011 3:36:11PM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
1/18/2011 10:27:44 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
1/18/2011 8:12:27 AM System alert eyeShare Server eyeShare Module eyeShare@S . Manual Alert - Service: eyeShare Module Class
1/18/2011 4:55:32 AM System alert eyeShare Server eyeShare Module eyeShare@S . Manual Alert - Service: eyeShare Module Class
1/17/2011 8:27:45 PM System alert eyeShare Server eyeShare Module eyeShare@S_.  Manual Alert - Service: eyeShare Module Class

= Studio 1117/2011 1:50:54 PM Incoming event eyeShare Server 1 Admin@Dash..  Manual workflow request

1/17/2011 1:2%:45 PM Incoming event eyeShare CMDLine WEB-SRV 1S Recovery IM De... niralet@ayeh.. WEB-SRV ayehu portal is down

1/17/2011 1:2%:22PM Incoming event eyeShare CMDLine WEB-SRV 1S Recovery IM De... niralet@ayeh.. WEB-SRV ayehu portal is down

- "-":. Incidents Management 117/201112:38:05PM  * System alert eyeShare Server eyeShare Module eyeShare@S . Manual Alert - Service: eyeShare Module Class

1/17/2011 10:55:16 AM Incoming event eyeShare CMD Line  WEB-SRV 113 Recovery IM De.. niralent@ayeh.. WEB-SRV ayehu portal is down

7 Resources 1/17/2011 105342 AM  Incoming event eyeShare CMD Line  WEB-SRV 11S Recovery IM De.._niralent@ayeh.. WEB-SRV ayehu portal is down

- ) ) 1/17/2011 9:35:00 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class
— 117/2011 51342 AM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class

1/16/2011 10:08:28 PM System alert eyeShare Server eyeShare Module eyeShare@S.. Manual Alert - Service: eyeShare Module Class

——————————————| 1/16/2011 7:45:35 PM System alert eyeShare Server eyeShare Module eyeShare@S_  Manual Alert - Service: eyeShare Module Class _

h ‘Workflow Designer

=,

O m ]

Double clicking the event will lead you to a screen contains the workflow status and results.
Use it on order to view the workflow execution results.

rActive Logs \ 5 EI&M
V| EvemtType 7 Worklow |  Brnch ¥ Actvity 7| FullName ¥ smwe v

11772011 1:29:45 PM Incoming event

11772011 1:29:45 PM URLCheck IS Recovery IM De..  Workflow Root Check_web_Site Executed The remcte ser
11772011 1:29:45 PM Fing IS Recovery IM De..  Workflow Root Ping_\web_Server Executed Success
11712011 1:29:47 PM Telnet IS Recovery IM De..  ‘Workflow Root Telnet_Port80 Executed Failure
11712011 1:29:48 PM ServiceStatus IS Recovery IM De..  ‘Workflow Root Check_IIS_Service Executed Stopped
11772011 1:29:50 PM Sending IM message IS Recovery IM De..  Workflow Roct Contact_Owner John Smith Responded

11712011 1:34:20 PM Sending IM message IS Recovery IM De..  Workflow Roct Contact_Response John Smith Responded Reset
1/17/2011 1:35:25 PM lISResat IS Recovery IM De..  Workflow Reot Execute_|IS_Reset Exscuted Success
11712011 1:35:29 PM wiait IS Recovery IM De..  Workflow Root Wait_After_II5_Reset

11712011 1:35:34 PM URLCheck IS Recovery IM De.  Workflow Root Re_Check_\wleb_Site Executed Success
11712011 1:35:35 PM Sending IM message John Smith Not Required

117/2011 1:35:35 PM Closelncident IIS Recovery IM De_.  Workflow Root Clese_|ncident Success
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