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1 Legal Notice 

© 2010 Ayehu Software Technologies. 

The contents of the document are copyrighted by Ayehu. 

A single copy may be printed solely for personal and non-commercial use. 

Any printed material may not be altered in any way and must contain the following 

copyright notice: "Copyright © 2010 Ayehu. All Rights Reserved." and any other 

copyright or other proprietary rights notices which were contained on the printed 

material. Any other use of the material, either in whole or in part for any other 

reason is expressly prohibited, unless prior written consent is obtained from Ayehu. 

"Ayehu" and the names of all Ayehu Ltd. products and services referenced in this 

document are copyrighted to Ayehu. 

Other product and company names referenced in the document may be the 

trademarks of their respective owners.  

Disclaimer 

The information is provided "as is" without warranty of any kind and Ayehu Ltd. 

hereby disclaims all warranties and conditions with regard to any information 

contained on this document, including all implied warranties and conditions of 

merchantability and fitness for a particular purpose. 

Ayehu Ltd. shall not be liable for any direct, indirect, special or consequential 

damages whether in contract, tort or otherwise, arising out of the use of this 

document or the reliance on information in it. 

The content of this paragraph and its disclaimers and exclusions shall apply to the 

maximum extent permissible by applicable laws. 
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2 About Ayehu Software Technologies 

Ayehu was founded in 2007 to develop and market innovative solutions for the 

ǇǊŜǾŀƭŜƴǘ ǇǊƻōƭŜƳ ƻŦ ƴŜǘǿƻǊƪ ŀƴŘ L¢ ǎȅǎǘŜƳ ŘƻǿƴǘƛƳŜΦ !ȅŜƘǳΩǎ ŦƭŀƎǎƘƛǇ ǇǊƻŘǳŎǘΣ 

EYESHARE, significantly reduces MTTR by bridging the gap between critical business 

situations and relevant human resources. 

Contact details:  

Ayehu Software technologies, Ltd. 

34 Habarzel Street 

Ramat-Hachayal, Tel-Aviv 69710, Israel. 

Tel: +972 (0)3 649 50 70 

Website: http://www. ayehu.com 

Email: info@ayehu.com 
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3 About this Document 

This document describes eyeShare and details the different procedures the eyeShare 

administrator should be acquainted with in order to operate it. 

 

The document includes the following: 

 

No. Chapter Description 

1 Legal Notice 5ƻŎǳƳŜƴǘΩǎ ƭŜƎŀƭ ƴƻǘƛŎŜ 

2 About Ayehu Software 

Technologies 

Ayehu Software Technologies overview. 

3 About this Document Document objectives, structure and 

style conventions. 

4 Introduction Introduction to eyeShare, glossary of 

terms and an overview of functionality. 

5 Getting Started Accessing and using eyeShare . 

6 eyeShare Dashboard Viewing real time events in eyeShare 

Dashboard 

7 eyeShare Management Configuring the eyeShare logic. 

 

The following style conventions are used in this document: 

 

Convention Use 

Calibri Regular text 

Calibri Bold Names of menus, commands, buttons, and other elements of the 

user interface. 

Calibri Italic Special terms; the first time they appear. 

 

Notes which offer an additional explanation or a hint on how to 

overcome a common problem. 

 

Warnings which indicate potentially damaging User operations 

and explain how to avoid them. 

 



 

   

8 

4 Introducing eyeShare  

Every modern business environment is put to the test of high availability. Business 

processes and IT processes play a major role in the organization's activity and are 

required to 100% accessibility, 24 hours a day, 7 days a week. Any change in these 

processes may significantly affect the organization's quality of service provided to its 

customers and eventually affect its income. Therefore, decision makers nowadays 

are required to consistently raise the level of availability of critical systems and 

improve the quality of service.  

 

eyeShare is an innovative, complete and cost effective IT solution. It enables easy-to-

use design, deployment and execution of IT Process Automation. eyeShare provides 

your organization with abilities and tools to manage a large number of concurrent 

critical events. The system manages the events, sets priorities and assigns tasks to 

the relevant personnel. As a result, the availability level of critical systems improves 

and so does the quality of service. 
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4.1 Main Features 

Real Time Dashboard 

¶ Customization of dashboard display for any IT management tier level. 

¶ Intuitive indicators and controls to display online status of incidents and 

workflow processes. 

¶ Initiate prompt escalation and proactive actions to avoid degradation in 

critical operations and services. 

Intuitive Workflow Designer 

¶ Design and plan dynamic IT automation processes with a simple drag-and-

drop workflow objects. 

¶ Create compliant ITIL-based Incident management procedures. 

¶ Test and deploy enterprise class workflows on top of any industry-standard 

monitoring system. 

Built-in Intelligent Rule Engine 

¶ Analyze and correlate events from multiple sources. 

¶ Trigger automated workflows based on pre-defined events. 

¶ Execute multiple, parallel branches of any workflow. 

¶ Perform άƻǳǘ ƻŦ ǘƘŜ ōƻȄέ system commands and send automatic notifications 

/ alerts. 

Actionable Knowledge Management 

¶ Execute ready-to-use procedures based on best-practices and organizational 

know-how. 

¶ Automate knowledgebase actions with intuitive workflow designer. 

¶ Distribute actionable knowledge to IT experts and service professionals. 

Automated Workflow Scheduler 

¶ Perform proactive incident prevention tasks. 

¶ Run scheduled multiple and complex operational workflows. 

¶ Plan and execute daily IT automation activities. 

¶ Schedule automation jobs to run during off-pick hours. 

Incident Management Reports 
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¶ Generate diagnostic reports to manage and improve IT processes. 

¶ Display pre-defined reports for Incident resolution, MTTR, recurring events 

etc. 

¶ Identify non-compliant activities and bottlenecks to maintain service levels. 
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4.2 Glossary of Terms and Abbreviations 

Term Definition 

Action Rule A logic rule which executes a predefined automated Workflow. 

Each Action Rule contains a logical condition and the Workflow to 

activate when this condition applies.  

Condition A logic state which assist in the process of defining the eyeShare 

system's reaction to incoming events. 

Scheduled Action A logic rule which executes a predefined automated Workflow 

cyclically, according to a designated time slot.  

Time Frame A designated time slot used to define the timing validity of a 

Condition, an Action Rule, and a Workflow's Condition Activity. 

Workflow A sequence of Activities performed according to a logical 

flowchart defined within eyeShare Workflow Designer. 

C#.NET An object that compiles and Runs any C#.NET code fragment. 

VB.NET An object that compiles and Runs any VB.NET code fragment. 

Command An object used by the Workflow's Executor Activity. Commands 

may run batch files, exe file, VB scripts, etc. 

Knowledgebase An object used to documents the procedure by which to handle a 

specific event or overcome a common problem.  

Recording An object used by any eyeShare object that plays sound 

recordings to contact a user via telephone and play recorded 

message.  

Message 

Template 

A Template of a message used to inform recipients of a possible 

network malfunction or notify them of any subject.  

Web Service An object used to invoke any related Web Service Activity within 

the Workflow. 

Classification An object used to indicate a category into which an Incident is put.  

Device An object used to indicate the machine on which an incident 

occurred. 

Incident An indication for eyeShare event. 
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Term Definition 

Problem An indication for a malfunction in a few Services or Devices (a 

collection of incidents). 

Service An indication for the specific function on which the incident 

occurred. 

Duty A type of work responsibility / professional skill.  

User A human resource (an employee).  

User Group A group of eyeShare users. 

Site A location on the globe, in which Users of the organization are 

situated.  

Module A component which supports communication, remote execution 

and systems integration.  

Pronunciation An object used to assist the text-to-speech mechanism in the 

process of correct pronunciation. 

Tag An Object which parses incoming messages and extract relevant 

information from them. 

Variable A system parameter that may be used by other eyeShare objects 

to indicate an inconsistent value.  

Active Log eyeShare applicative log which is used to document incidents and 

events.  

 

5 Getting Started 

5.1 Accessing eyeShare Dashboard 

Č To access eyeShare: 

1. From Start menu, select Start -> Programs -> eyeShare -> eyeShare 

Dashboard, or double-click on the desktop. eyeShare Dashboard ς 

login screen appears. 
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2. Type in the eyeShare Dashboard user name and password. 

3. Type in the IP address of the server on which eyeShare server is installed. 

4. Click Login. eyeShare Dashboard screen appears. 
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5.2 Accessing eyeShare Management  

1. From the upper menu bar in eyeShare Dashboard, click Management. 

Management window appears. 

 

 

The eyeShare Management window is divided into two areas: 

¶ The Vertical Menu Pane ς the menu from which the different eyeShare 

objects and settings are selected. 

¶ The Attribute Pane ς the pane displaying the attributes of the selected 

object or setting. 

  

Attribute  

Pane 
Vertical 

Menu 

Pane 
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6 eyeShare Dashboard 

6.1 About eyeShare Dashboard 

eyeShare Dashboard is an event management console. Retrieving a wide range of 

alerts from different control and monitoring systems, eyeShare Dashboard enables 

its users to react to real time events, constantly aware of their status at any given 

moment.  

 

With eyeShare Dashboard you may: 

 

¶ View Intuitive indicators and controls which display the online status of 

Incidents and Workflow processes. 

¶ Manage critical events in real time. 

¶ Take proactive actions to avoid degradation in critical operations and 

services.  

¶ Customize the display for any IT management tier level. 

 

Each Dashboard instance can be individually customized to meet its user's personal 

needs. 

 

The alert infrastructure is built and managed via eyeShare Management. For 

more information on eyeShare Management refer to chapter  7. 
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6.2 The eyeShare Dashboard Interface 

 

The eyeShare Dashboard window is divided into two areas: 

¶ The Incident Table Pane ς displays the list of open (active) Incidents. 

¶ The Charts and Gauges Pane ς displays accumulative statistical data of 

the active and non active Incidents. 

The name of the logged-in user appears on the top left corner of the window. 

 

  

Incident Table 

Pane 

Charts and 

Gauges Pane 

The logged-in 

User 
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6.3 Incident Table 

The following table details the Incident table columns and their description.  

 

Column Description 

 
Displays the current state of the Incident: 

 Warning - the associated service or device is at risk. 

 Down - the associated service or device is down. 

Up - the associated service or device is running. 

 
Display's the last time the Incident was updated. 

 
Displays the Incident's type: 

 Device ς an Incident related to a specific machine. 

 Service ς an Incident related to a specific service. 

Problem ς an Incident related to several servers or services. 

 
Displays the name of the Device or Service related to the 

Incident. 

 
Displays the type of the device or service. 

 
Displays a descriptive text of the Incident. 

 

Indicates whether a Workflow associated with the Incident is 

currently running or not: 

 - The associated Workflow is currently running 

 ς the associated Workflow run has completed. 

 ς the associated Workflow is currently paused  
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Column Description 

 

Displays the name of the contact person that is assigned to 

handle the Incident and indicates whether that person has taken 

responsibility for the Incident.  

Brian Smith ς the contact person has not taken responsibility for 

the Incident and the assignment's predefined timeframe has not 

reached timeout yet. 

 Brian Smith ς the contact person has taken responsibility for the 

Incident within the predefined timeframe.  

Brian Smith ς the contact person has not taken responsibility for 

the Incident within the predefined timeframe.  

Only the last contact name on the list appears in red. That 

is, in cases where the assignment's predefined timeframe has 

passed and the next in line contact person is contacted, their 

name appears in yellow, unless it is the last contact name on the 

list. 

 

Displays the last remark sent by the assigned user to the 

eyeShare system regarding the Incident. 

Double click the Incident's row to view all the remarks 

associated with it. 

 
Displays the Mean Time to Recover of Incidents of the same type. 
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6.3.1 Incident Severity 

Each Incident's row displays a color indicating its severity, according to the following 

legend: 

Color Severity 

 Info 

 Warning 

 Minor 

 Major 

 Critical 

  

The severity legend is displayed in the Charts and Gauges pane, below the 

Incident table, in Counters tab. 
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6.3.2 Right Click Menu 

The following table details the Incident table's right click menu options and their 

description.  

 

Menu Option Description 

 
Opens Incident Console 

For more information on Incident Console refer to 

section  0 

 
Opens the organizational know-how of handling the Incident 

For more information on Knowledge Base refer to 

section  0 

 
Assigns the selected Incident to the logged-in user. 

For more information on ownership taking refer to 

section  0 

 
Assigns any user to the selected Incident. 

For more information on user assignment refer to 

section  0 

 

Assigns the Incident to a selected site. 

eyeShare Dashboard exclusively displays Incidents 

assigned to the site to which the logged-in user belongs. 

For more information on site assignment refer to 

section  0 

 

Manually runs the Workflow associated with the Incident. 

Available only for administrative users. 

 

Manually pauses the Workflow associated with the Incident. 

Available only for administrative users. 
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Menu Option Description 

 

Manually stops the Workflow associated with the Incident. 

Available only for administrative users. 

 

 

Manually resumes the Workflow associated with the 

Incident. 

Available only for administrative users. 

 

Resets the selected Incident. 

Resetting an Incident does not affect its MTTR and does not 

send a recovery message to the involved recipients. 

 

Closes the selected Incident. 

Closing an Incident affects its MTTR and a recovery message 

is sent to the involved recipients. 

 

Sends a customized message to update the involved 

recipients of the Incident's status.  

The involved recipients may also send a message to 

eyeShare Dashboard ("sts") and receive the Status Message 

upon request. 

For more information on status messages refer to 

section  0 

 
Opens the detailed description of the event.  
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6.3.2.1 Viewing the Knowledge Base 

Č To view a selected Incident's Knowledge Base: 

1. Right click the Incident from the Incident table and select Knowledge Base. 

The Knowledge Base Viewer dialog box appears, displaying the Incident's 

name, a short description of the knowledge base, and a detailed description 

of the way to handle the selected Incident. 

 

2. Click OK. 
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6.3.2.2 Taking Ownership 

Č To take ownership of the selected Incident: 

1. Right click the Incident from the Incident table and select Take Ownership. 

The Take Ownership dialog box appears: 

 

2. From the drop box, select the method by which the eyeShare system notifies 

you upon Incident's closure. 

3. Click OK. 
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6.3.2.3 Assigning a User to the Incident 

Č To assign a user to the selected Incident: 

1. Right click the Incident from the Incident table and select Assign To. The 

Assign To dialog box appears. 

 

2. From the User drop box, select the user to which you wish to assign the 

selected Incident. 

3. From the Communication  drop box, select the method by which the 

eyeShare system notifies the selected user upon Incident's closure. 

4. From the Template drop box, select the message template that is sent to the 

user upon Incident's closure. 

5. In Timeout edit box, enter the timeframe in which the selected user should 

respond to the assignment and take responsibility for the Incident. 

6. Click OK. 
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6.3.2.4 Assigning the Incident to a Site 

Č To assign the Incident to a site: 

1. Right click the Incident from the Incident table and select Assign Site. The 

Assign Site dialog box appears, displaying the current site to which the 

Incident is assigned. 

 

 
2. From the Site Name drop box, select the site to which you wish to assign the 

selected Incident. 

3. Click OK. 
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6.3.2.5 Setting the Status Message 

Č To set the Incident's status message: 

1. Right click the Incident from the Incident table and select Status Message. 

The Status Message dialog box appears: 

 

 

2. Enter the new message. 

3. Click OK. 
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6.3.3 Incident Console 

The Incident Console displays information related to a specific open Incident and 

similar Incidents which occurred in the past. 

 

  

History Pane 
Instances 

Pane 

Active Logs 

Pane 

Additional 

Information Pane 
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6.3.3.1 History Pane 

The history pane displays the selected Incident's past instances, their opening time, 

closing time and their TTR. 

The first instance on the list is the current instance; therefore its closing time 

and TTR are unknown 

6.3.3.2 Instances Pane 

The Instances Pane displays the specific incident's Instance information. 
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6.3.3.3 Active Logs 

The Active Logs pane displays log entries related to the selected open Incident. The 

following table describes the Active Log report columns:  

Column Name Description 

Date The date and time of the Activity 

Event Type The Activity's type 

Workflow The Workflow's Name 

Branch The Workflow's branch name (relevant only for parallel 

Activity) 

Activity The Activity's name 

Full Name The user that the Activity interacts with 

Status The Activity's status (e.g. Executed) 

Result The Activity's returned value (e.g. Success) 

Subject  The subject of an event's incoming message 

Message The event's incoming message 

Module The module that executed the Activity 

Remark Additional information 

Rule The Rule that activated the Workflow 

Group The user group that the Activity interacts with 

Duty The user Duty that the Activity interacts with 

Tag Name The Tag object that parsed the event 
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6.3.3.4 Additional Information Pane 

Button Description 

 

Closes the selected Incident. 

Closing an Incident affects its MTTR and a recovery message 

is sent to the involved recipients. 

 

Resets the selected Incident. 

Resetting an Incident does not affect its MTTR and does not 

send a recovery message to the involved recipients. 

 

Sends a customized message to update the involved 

recipients of the Incident's status.  

The involved recipients may also send a message to 

eyeShare Dashboard ("sts") and receive the Status Message 

upon request. 

For more information on status messages refer to 

section  0 

 

Allows the logged-in user to add any remark related to the 

Incident. 

Any new remark is sent to the Incident's involved 

recipients. 

 

Assigns the selected Incident to the logged-in user. 

For more information on ownership taking refer to 

section  0 

 

Assigns any user to the selected Incident. 

For more information on user assignment refer to 

section  0 

Available only for administrative users. 
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Button Description 

 

Manually stops the Workflow associated with the Incident. 

Available only for administrative users. 

 

 

Manually resumes the Workflow associated with the 

Incident. 

Available only for administrative users. 

 

Manually pauses the Workflow associated with the Incident. 

Available only for administrative users. 

 

Manually runs the Workflow associated with the Incident. 

Available only for administrative users. 

 

Displays the Incident's current instance life time. 

Indicated in red once passed MTTR. 

 Displays the Incident's MTTR. 
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6.3.4 Filtering the Incident Table Display 

The displayed table's entries may be filtered according to the criteria presented in 

each column or filtered according to a customized criterion. 

Č To filter the Incident Table display: 

1. In the selected column, click .  

2. From the filter drop box, select the criterion according to which the table 

display is filtered. 

3. To filter the table's display according to a customized criterion, select Custom 

from the filter drop box. The Enter Filter Criteria for Type dialog box is 

displayed: 

 

4. Select the criterion's operator and operand. 

5. To add the condition to the criterion's list click Add a Condition. 

6. Repeat steps  4 5 for any additional condition you wish to add to the filter's 

criterion.  

7. To remove a condition from the criterion's list click Delete Condition. 

The following image depicts a filtering criterion which includes incidents that are 

related to SRV servers and excludes Incidents which are related to SQL servers:

  

8. Click OK.  
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6.3.5 Manually Creating a New Incident 

Incidents are typically derived from automated rules defined behind the scenes. 

However, Incidents may be initiated manually by eyeShare Dashboard users in cases 

where events are not tracked by any automated system. 

Č To manually initiate an Incident: 

1. Click . New Incident dialog box appears: 

 

 

2. Select Device or Service to indicate the Incident's source. 

3. From the Name drop box, select the specific Device or Service that indicates 

the Incident's source. 

4. From the Classification drop box, select the Device or Service classification, 

which indicates the Incident's type. 

5. In the Event edit box, enter any free text related to the Incident. 

6. From the Status drop box, select the status of the Incident, according to the 

following: 

¶  Warning - the associated service or device is at risk. 

¶  Down - the associated service or device is down. 

7. From the Severity drop box, select the Incident's severity.  

8. From the Site drop box, select the site that the incident is associated with. 

9. Click OK. 
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6.3.6 Creating a New Message 

The eyeShare Dashboard user may manually send an instant message to a user or a 

group of users at any given moment, in the form of an email, an eyeShare IM or an 

SMS. 

Č To send a message: 

1. Click . New Message Dialog Box appears: 

 

 

2. Select User or Group according to the message's destination choice. 

3. From the Name drop box, select the name of the user or user group. 

4. From the Communication drop box, select the type of message you wish to 

send: email/eyeShare IM/SMS. 

5. Select Custom if you wish to compose your own message or Template if you 

wish to use a message template. 

6. If you selected Custom in the previous step, type in the message's subject 

(e.g. "Exchange Server is going down") and body (e.g. "Please note: the 

Exchange server will be down for the next 2 hours"). If you selected Template 

in the previous step, select the message template you wish to use from the 

Template drop box. 

For more information on message templates refer to section  7.2.6 

7. Click OK. 
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6.4 Charts and Gauges Pane 

6.4.1 Counters Tab 

The Counters tab provides a graphical representation of the open incidents, 

according to a classification fragmentation. 

 

The Counters tab is divided into three areas: 

¶ Severity Legend ς displays the color legend of the open incident's severity. 

¶ Classification Chart ς displays a graphical representation of the open 

incidents, according to a classification fragmentation. 

¶ Gauges  

o The number of open Incidents related to Problems (indicated by the 

blue pointer) and Services (indicated by the red pointer)  

o The total MTTR of all Incidents. 

  

Severity 

Legend 

Classification 

Chart 

Gauges 
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6.4.1.1 Severity Legend 

Every Incident is indicated with a severity level, according to the following: 

Color Severity 

 Info 

 Warning 

 Minor 

 Major 

 Critical 
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6.4.1.2 Classification Chart 

 

The chart provides the following information: 

¶ The X-axis displays the Incident's Classification. 

¶ The Y-Axis displays the number of Incidents. 

¶ The different colors represent the incidents' severity level. 

  

Incident 

Classification  

The Number 

of Incidents  
Incident 

Severity  
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6.4.1.3 Gauges 

 

The gauges display the following information: 

¶ Open Incidents - displays the number of open Incidents related to Problems 

(indicated by the blue pointer) and Services (indicated by the red pointer)  

¶ Total MTTR - displays the total MTTR of all Incidents. 

  

Open 

Incidents  
Total  

MTTR  
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6.4.2 Workforce Tab 

The Workforce tab provides a graphical representation of the open incidents, 

according to user assignment fragmentation. 

 

 

The Workforce tab is divided into three areas: 

¶ Severity Legend ς displays the color legend of the open incident's severity. 

¶ Classification Chart ς displays a graphical representation of the open 

incidents, according to user assignment fragmentation. 

  

Severity 

Legend 

Workforce 

Chart 
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6.4.2.1 Workforce Coordinator Chart 

 

 

The chart displays the following information: 

¶ The X-axis displays the Incident's assigned user. 

¶ The Y-Axis displays the number of Incidents. 

¶ The different colors represent the incidents' severity level. 

The chart does not display unassigned Incidents. 

  

The Assigned 

User  

The Number 

of Incidents  

Incident 

Severity  
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6.4.3 Severities Tab 

The Severities tab provides a graphical representation of the open incidents, 

according to a severity fragmentation. 

 

The Severities tab is divided into three areas: 

¶ Assignment Legend ς displays the color legend of the open incident's 

assignment: 

Color Severity Description 

 
No 

Response 

The contact person has not taken responsibility for the 

Incident within the predefined timeframe.  

 Waiting The contact person has not taken responsibility for the 

Incident and the assignment's predefined timeframe has not 

reached timeout yet.  

 Handled The contact person has taken responsibility for the Incident 

within the predefined timeframe. 

 

¶ Severity Chart ς displays a graphical representation of the open incidents, 

according to user assignment fragmentation, in a column chart. 

¶ Severity Pie Chart  ς displays a graphical representation of the open 

incidents, according to user assignment fragmentation, in a pie chart. 

  

Assignment 

Legend 

Severity 

Chart 
Severity 

Pie Chart 
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6.4.4 Active Logs Tab 

The Active Logs tab provides log entries related to the selected open Incident in the 

Incident table 

 

 

The following table describes the Active Log report columns:  

Column Name Description 

Date The date and time of the Activity 

Event Type The Activity's type 

Workflow The Workflow's Name 

Branch The Workflow's branch name (relevant only for parallel 

Activity) 

Activity The Activity's name 

Full Name The user that the Activity interacts with 

Status The Activity's status (e.g. Executed) 

Result The Activity's returned value (e.g. Success) 

Subject  The subject of an event's incoming message 

Message The event's incoming message 

Module The module that executed the Activity 

Remark Additional information 

Rule The Rule that activated the Workflow 

Group The user group that the Activity interacts with 

Duty The user Duty that the Activity interacts with 

Tag Name The Tag object that parsed the event 
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7 eyeShare Management 

7.1 Studio 

eyeShare is an event-driven system, and thus activates predefined automated 

Workflows when certain predefined events occur. Studio objects are used to 

configure the logic and scheduled rules according to which eyeShare operates and 

executes the predefined automated Workflows. 
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7.1.1 Studio Toolbar 

The following table details the eyeShare Studio toolbar buttons and their 

description. 

All toolbar options are available from right-click menu. 

To Disable or enable an object, right click it and select Disable/Enable 

respectively. 

To run a Scheduled Action now, right click it and select Run. To stop a 

Scheduled Action from running, right click it and select Stop. 

 

Button Description 

 
Creates a new Studio object. 

 Edits the selected Studio object's properties. 

 Deletes the selected Studio object. 

 
Creates a copy of the selected Studio object. 

 

Moves the selected Studio object to a lower location in the list. 

Available only in Action Rules tab. 

 

Moves the selected Studio object to a higher location in the list. 

Available only in Action Rules tab. 
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7.1.2 Action Rules 

The rules according to which eyeShare operates and executes the predefined 

automated Workflows are called Action Rules. Each Action Rule contains a logical 

condition and the Workflow to initiate when this condition applies.  

 

When eyeShare retrieves an event, the list of Action Rules is scanned. If the event 

matches the criteria of a specific Action Rule, the Action Rule initiates the Workflow 

assigned to it. 

For more information on Workflows refer to chapter  7.2. 

Action Rules are checked and performed according to the order they are listed 

in. As some events may match the criteria of several Action Rules, it is important to 

situate Action Rules by the requested operation order. 

 

Č To create an Action Rule: 

1. From the vertical menu click Studio, and then click Action Rules. 

2. From the Studio toolbar click . Rule dialog box appears: 

When editing an existing Action Rule, its properties (owner, 

modification date, etc.) are displayed at the top of the dialog box, as depicted 

in the following image.  
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3. In Name edit box, enter a meaningful name for the new Action Rule (e.g. 

"Web Portal Recovery"). 

4. In Description edit box, enter the description of the new Action Rule (e.g. 

"Web portal troubleshooting and recovery procedure"). 

5. Check/Uncheck Enabled to enable/disable the Action Rule. 

6. Check/Uncheck Log to determine whether or not to save the Rule Action's 

activity to the Active Log. 

For more information on Active Logs refer to chapter  7.6. 

 

7. Check/Uncheck Terminating Rule if you wish to terminate the Action Rule list 

check upon the current Action Rule's activation. 

Some events may match the criteria of several Action Rules. If the current 

Action Rule is not a "Terminating Rule", other Action Rules which apply may be 

activated along with the current Action Rule. 

 

8. Under Timing Constrains, out of the previously created list of Time Frames, 

select the Time Frame under which the Action Rule is active (e.g. "Always"). 

Alternatively, click  to create a new Time Frame. 
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For more information on Time Frames refer to section  7.1.5. 

 

9. Under Condition, out of the previously created list of Conditions, select the 

Condition that is checked upon the Action Rule scan (e.g. "IIS Failure"). 

Alternatively, click  to create a new Condition, or select Any if you wish to 

initiate the workflow upon any incoming event. 

For more information on Conditions refer to section  7.1.3. 

 

10. Under Workflow, out of the previously created list of Workflows, select the 

Workflow that is activated when the Condition applies (e.g. "IIS 

troubleshooting and recovery"). Alternatively, click  to create a new 

Workflow. 

For more information on Workflows refer to chapter  7.2. 

Select Drop if you do not wish to perform any of the optional Workflows 

when the Action Rule applies (i.e. when the Action Rule is used for 

documentation reasons only). 

11. Under Time Frame, out of the previously created list of Time Frames, select 

the Time Frame under which the Workflow activation may be performed (e.g. 

"Working Hours"). Alternatively, click  to create a new Time Frame. 

For more information on Time Frames refer to section  7.1.5. 

 

12. Under Log Categories, out of the previously created list of Active Log 

Categories, select the category under which the Workflow activation entry is 

registered (e.g. "Rules"). 

For more information on Active Logs refer to section  7.6. 

 

13. Click Add to add the combination of Condition and Workflow to the Action 

Rule.  
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14. Repeat steps  9- 13 for each of the Workflows you wish to operate upon the 

current Action Rule's activation. 

15. To edit a Condition, select it from the Condition list and click Update. 

16. To change the order of the conditions in the Action Rule, select a condition 

from the list and click  or . 

 Conditions are checked by the order they are listed in.  

17. Double click the cell under Terminate if you wish to terminate Condition 

check if the current Condition applies. 

18. To delete a Condition, select it from the Condition list and click Remove. 

19. Click OK. 
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7.1.3 Conditions 

Conditions are logical states which assist in the process of defining the eyeShare 

system's reaction to incoming events. Condition may be based on a message's 

source, its subject text, its body text, etc.  

Č To create a Condition: 

1. From the vertical menu click Studio, and then click Conditions. 

2. From the Studio toolbar click . Condition dialog box appears: 

 

 

 

3. In Condition Name edit box, enter a meaningful name for the new Condition 

(e.g. "IIS Failure"). 

4. In Description edit box, enter the description of the new Condition (e.g. 

"Message body containsΧ"). 

5. From the Condition drop box, select the relation between the condition's 

elements: At least one of the below ("OR")/ All of the below ("AND). 

6. Select Standard Object Type or Variable to determine whether to check 

standard object type or system variable upon condition check. 

a. If you selected Standard Object Type, select the object that comprises 

the condition's element (e.g. "Message Body"). The following table 

details the Standard Object types: 
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Standard 

Object 

Icon Description 

Classification  The classification to which the incoming event 

belongs. 

Condition 
 

Other Condition. 

Use Condition Standard object type to 

concatenate rules together or merge "AND" 

conditions with and "OR" conditions. 

Destination  The recipient of the message which was received 

by the eyeShare system. 

Device  The server on which the incoming event 

occurred. 

Incident  
The incoming eyeShare event. 

Message 

Body 

 The message which was received by the eyeShare 

system. 

Problem  
The type of the problem. 

Service  The service in which the incoming event 

occurred. 

Source  The source of the message which was received by 

the eyeShare system. 

Subject  The subject of the message which was received 

by the eyeShare system. 

Time Frame  
The time frame in which the condition applies. 

 

b. If you selected Variable, out of the existing system Variable and user 

defined list, select the Variable that comprises the condition. 

For more information on Variables refer to section  7.5.12. 
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7. Select the operator (the list changes according to the selected Object 

Type/Variable). 

8. Under Value, out of the previously created list of Standard Objects, select the 

Standard Object of the condition. Alternatively, click  to create a new 

Standard Object (the new object type will be selected according to the 

selection made in step  6.a). 

For more information on Message Objects refer to section  7.1.3.1. 

 

The following image depicts a condition in which the standard object type 

"Message Body" contains the phrase "IIS failure" and the standard object type 

"Source" contains "alert@ayehu.com". The condition is met when eyeShare 

receives an event from alert@ayehu.com and the message body contains the 

ǇƘǊŀǎŜ άLL{ CŀƛƭǳǊŜέ. 

 

 

 

9. Click OK. 
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7.1.3.1 Message Object 

Message objects are constant values used to assemble a condition. After creating 

Message Objects, you may use them in a Condition and compare Variables' values 

against them. 

For more information on Conditions refer to section  7.1.3. 

 

Č To create a Message Object: 

1. From the vertical menu click Studio, and then click Conditions and Message 

Objects. 

2. From the Studio toolbar click . Message Object dialog box appears: 

 

 
 

3. From the Type drop box, select the type of the message property that the 

Message Object represents (Source/ Destination/ Subject/ Message Body). 

4. In Name edit box, enter a meaningful name for the new Message Object (e.g. 

"alert@ayehu.com). 

5. In Description edit box, enter the description of the new Message Object. 

6. In Value, set the constant value of the new Message Object. 

Click OK. 
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7.1.4 Scheduled Actions 

Workflows can also be activated using Scheduled Actions, which activate the 

Workflows cyclically, according to a designated time slot. For example: a Scheduled 

Action may be set to Activate "Clean log file folder" Workflow every Sunday at 2:00 

AM. 

 

Č To create a Scheduled Action: 

1. From the vertical menu click Studio, and then click Scheduled Actions. 

2. From the Studio toolbar click . Scheduled Action dialog box appears: 

 

3. In Name edit box, enter a meaningful name for the new Scheduled Action 

(e.g. "Check Daily Backup"). 
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4. In Description edit box, enter the description of the new Scheduled Action 

(e.g. "Checks the status of the daily backup"). 

5. In Time Zone, select the time zone according to which the Scheduled Action 

Operates. 

6. In Log Category, out of the previously created list of Active Log Categories, 

select the category Under which the Scheduled Action execution is registered 

(e.g. "Scheduled Tests"). 

For more information on Active Logs refer to section  7.6. 

 

7. Under Validity, set the validity time frame of the Scheduled Action (e.g. from 

today until February 2015). 

8. Under Perform this, set the interval of the Scheduled Action:  

a. Daily ς executes the scheduled action on a daily basis. 
b. Hourly - executes the scheduled action on an hourly basis. 
c. Weekly - executes the scheduled action on a weekly basis (on the 

selected day and time frame). 
d. Once - executes the scheduled action only once. 
e. Always ς ongoing execution of the scheduled action (as soon one 

instance ends, another one begins). 

9. According to the selection made in step  8, set the activation timing of the 

Scheduled Action. 

10. Check 5ŜƭŜǘŜ ǘƘŜ ǎŎƘŜŘǳƭŜŘ ŀŎǘƛƻƴΧ to delete the Scheduled Action from list 

of Scheduled Actions after it has been performed and will not run again (i.e. 

expiration date had passed). 

11. Check {ǘƻǇ ǘƘŜ ǎŎƘŜŘǳƭŜŘ ŀŎǘƛƻƴΧ to specify the timeout of the Scheduled 

Action, and then set it. 

12. Click Skip scheduled action if previous workflowΧ to avoid re-running the 

Scheduled Action in case the previous scheduled Workflow has not ended 

yet. 

13. Check/Uncheck Enabled to enable/disable the Scheduled Action. 

14. Check/Uncheck Log to determine whether or not to save the Scheduled 

Action's activity to the Active Log. 

15. Click OK. 
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7.1.5 Time Frames 

Time frames are designated time slots used to define the timing validity of a 

Condition, an Action Rule, and a Workflow's Condition Activity. 

Č To create a Time Frame: 

1. From the vertical menu click Studio, and then click Time Frames. 

2. From the Studio toolbar click . Time Frame dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Scheduled Action 

(e.g. "Working Hours"). 

4. In Description edit box, enter the description of the new Time Frame (e.g. 

"Every day's working hours"). 

5. In Time Zone, select the time zone according to which the Time Frame 

applies. 

6. Under Validity, set the Time Frame (e.g. from today until February 2015). 

7. Under Active On, set the Time Frame's days and hours (Monday to Friday on 

8:00-17:00). 

8. Click OK. 
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7.2 Workflow Designer 

7.2.1 Workflow Toolbar  

The following table details the eyeShare Workflow toolbar buttons and their 

description. 

All toolbar options are available from right-click menu. 

 

Button Description 

 
Creates a new Workflow. 

 Edits the selected Workflow. 

 Deletes the selected Workflow. 

 
Creates a copy of the selected Workflow. 

 Runs the selected Workflow and launches the Active Log screen 

 

In addition to the options detailed in the above table, the right click menu provides 

Menu Option Description 

 Imports a XML formatted Workflow from an external location. 

 Exports the Workflow to an External location and saves it to an 

XML formatted file. 
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7.2.2 Development 

7.2.2.1 C#.NET 

The C#.NET object compiles and Runs any C#.NET code fragment. 

Č To create a C#.NET object: 

1. From the vertical menu click Workflow, and then click Development and 

C#.NET. 

2. From the Workflow toolbar click .  C#.NET dialog box appears: 

 

 

 

3. In Code name enter the name of the code fragment. 

4. In Code Description enter a description of the code fragment. 

5. The Assembly list presents the list of external DLL files that are used within 

the code fragment.  By default, the assembly list contains several DLL files. 

You may extend the list by importing additional DLL files and use them within 

the code. 

The imported DLL files must exist in the machine where the eyeShare executer 

is installed, in the specified path.  

To import the DLL files you must have MS ILMerge utility installed on your 

machine. If you do not have it installed, click  to get the instructions for the 

installation procedure. 
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The code fragment function signature must remain a Dictionary (of string, 

object) and must return a variable of the same type. 

Two Functions can be used to access variables within the code fragment: 

GetWorkflowMemoryNodeData ("<VarName>") 

SetWorkflowMemoryNodeData ("<VarName>", "<Value>") 
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7.2.2.2 VB.NET 

The VB.NET object compiles and Runs any VB.NET code fragment. 

Č To create a VB.NET object: 

1. From the vertical menu click Workflow, and then click Development and 

VB.NET. 

2. From the Workflow toolbar click .  VB.NET dialog box appears: 

 

 

 

3. In Code name enter the name of the code fragment. 

4. In Code Description enter a description of the code fragment. 

5. The Assembly list presents the list of external DLL files that are used within 

the code fragment.  By default, the assembly list contains several DLL files. 

You may extend the list by importing additional DLL files and use them within 

the code. 

The imported DLL files must exist in the machine where the eyeShare executer 

is installed, in the specified path.  

To import the DLL files you must have MS ILMerge utility installed on your 

machine. If you do not have it installed, click  to get the instructions for the 

installation procedure. 
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The code fragment function signature must remain a Dictionary (of string, 

object) and must return a variable of the same type. 

Two Functions can be used to access variables within the code fragment: 

GetWorkflowMemoryNodeData ("<VarName>") 

SetWorkflowMemoryNodeData ("<VarName>", "<Value>") 
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7.2.3 Command 

Commands are used by the Workflow's Executor Activity. Commands may run batch 

files, exe file, VB scripts, etc.  

Č To create a Command: 

1. From the vertical menu click Workflow, and then click Commands. 

2. From the Workflow toolbar click . Command dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Command (e.g. 

"Clean Up Manager"). 

4. In Description edit box, enter the description of the new Command (e.g. 

"Disk Clean Up Manager"). 

5. In Command edit box, enter the command to execute when the Executor 

Activity operates the command (e.g. " C:\eyeShare\cleanmgr.bat"). 

6. In Arguments, enter the command's parameters (e.g. "500 14" for a 

command that deletes files larger than 500 MB and older than 14 days).  

7. If the executed file is located in the local machine, click Browse and select it. 

8. In User, enter a valid user name for Command testing (will not be used during 

runtime). 

9. In Password, enter a valid password for Command testing (will not be used 

during runtime). 

10. Click Execute Now to test the Command using the given user name and 

password. 

11. From the Search drop box, set the location where the the Command's output 

should be searched for: STD out/ STD Error/ Exit Code. 
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7.2.4  Knowledge Base 

A knowledgebase is used to store the best practice of how to handle a specific event 

or handle a common problem.  

Č To create a Knowledge Base: 

1. From the vertical menu click Workflow, then click Knowledge Base. 

2. From the Workflow toolbar click . Knowledge Base dialog box 

appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Knowledge Base (e.g. 

"Disk Space Cleanup"). 

4. In Description edit box, enter the description of the best practice (e.g. "How 

to handle lack of disk space on drive C"). 

5. In Detailed Description edit box, enter the full description of the procedure 

(e.g.: "1. Empty recycle bin 2. Delete temp folder 3. Delete old log files 4. 

http://portal/knowledge_base/cleanup.html"). 

6. Select whether to assign the Knowledge Base to a Device (a machine), a 

Service or a Problem. 



 

   

64 

For more information on Devices, Services and Problems refer to chapter 

 7.3. 

7. If you selected Device/Service in the previous step, select the Name of the 

Device/Service and its Classification in the corresponding drop box below. 

8. If you wish to assign the Knowledge Base to any sort of Incident or 

Classification, check the corresponding checkbox according to your choice. 

9. Click Add. 

10. Repeat steps  6- 9 for every Device/Service/Problem you wish to assign the 

Knowledge Base. 

11. To set the rank of the Device/Service/Problem select it from the list, enter a 

number under Set Rank and click Set Rank. 

12. To remove a Device/Service/Problem from the Knowledge Base list, select it 

and click Remove. 

13. Click OK. 
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7.2.5 Recordings 

Recordings may be used in eyeShare to contact a user, a group of users or a duty, via 

telephone (IVR) or eyeShare IM and play a previously recorded message. Recordings 

may be used by any eyeShare object that plays sound recordings (e.g. Communicate 

Activity in Workflow). 

Č To create a Recording: 

1. From the vertical menu click Workflow, and then click Recordings. 

2. From the Workflow toolbar click . Message Recording dialog box 

appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Recording (e.g. 

"Presence Check"). 

4. In Description edit box, enter the description of the new Recording. 

5. To start recording the message, click Start Recording. 

6. To stop recording the message, click Stop Recording. 

7. To test the recorded message, click Play Recording. 

8. To load an existing WAV file and save it to eyeShare, click Load Recording and 

select the WAV file. 

 eyeShare supports WAV files with the following attributes: 8000Hz. 8 Bits, 

Mono. 

9. Click OK. 
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7.2.6 Message  template 

Messages are used to inform recipients of a possible network malfunction or notify 

them of any subject. Instead of creating a separate message per event, similar events 

may use the same message template which presents variable contents. 

Č To create a Message Template: 

1. From the vertical menu click Workflow, and then click Message Template. 

2. From the Workflow toolbar click . Template dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Message Template 

(e.g. "Server is Down!"). 

4. In Description edit box, enter the description of the new Recording (e.g. "No 

Connection to Server"). 

5. Each message templates presents 3 modes: Down/General, Warning and 

Recovery. Enter the text you wish to send the recipients in each mode. 

 

The following table details an example of a message template sent to notify 

the recipients of server damage: 

The convention %X% represents a Variable. 



 

   

67 

Message 

State 

Subject Body (email) Body (SMS) Body (Voice) 

Down/ 

General 

%hostname% 

is down 

no connection 

to 

%hostname% 

no connection 

to 

%hostname% 

no 

connection 

to 

%hostname% 

Warning %hostname% 

seems to be 

down 

%hostname% 

seems to be 

down 

%hostname% 

seems to be 

down 

%hostname% 

seems to be 

down 

Recovery %hostname% 

is back on 

%hostname% 

is back on 

%hostname% is 

back on 

%hostname% 

is back on 

 

The following table details an example of a message template sent to notify 

the recipients of an upcoming procedure performed within the next hour: 

 

Message 

State 

Subject Body (email) Body (SMS) Body (Voice) 

Down/General Maintenance 

mode 

notification 

%Device% 

will be shut 

down within 

the next 

hour 

%Device% 

will be shut 

down within 

the next 

hour 

%Device% 

will be shut 

down within 

the next 

hour 

Warning - - - - 

Recovery - - - - 

 

6. In Parameter, select any Variable you wish to use within the message's fields 

and click Add. 

7. Click OK. 
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7.2.7 Web Service  

Web services are used to invoke any related Web Service Activity within the 

Workflow. 

Č To create a Web Service: 

1. From the vertical menu click Workflow, and then click Web Services. 

2. From the Workflow toolbar click . Web Service dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the Web Service (e.g. "Service 

Desk ς Close Ticket"). 

4. In Description edit box, enter the description of the Web Service (e.g. "Close 

Ticket in Service Desk Service"). 

5. In User Name, enter the user name of the Web Service. 

6. In Password, enter the password of the user. 

7. In Service URL, enter the Web Service's address and click Query Service to 

retrieve its name, methods and parameters. 

8. In Service Name select the service you wish to activate. 

9. In Web Method select the method you wish to activate. 

10. Click OK. 
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7.2.8 Workflow  

Workflows are sequences of Activities performed according to a logical flowchart 

defined within eyeShare Workflow Designer. 

For information on Workflow objects and composing a Workflow refer to the 

eyeShare Workflow Designer user guide. 
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7.2.8.1 Templates 

Workflow templates are common workflow sequences that can be used to create 

new workflows. Templates are used by right clicking the Workflow list, and selecting 

New from Template. 

For information on Workflow objects and composing a Workflow refer to the 

eyeShare Workflow Designer user guide. 
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7.2.8.2 Snippets 

Snippets are inline Workflow structures that can be dragged and dropped into the 

Workflow. 

For information on Workflow objects and composing a Workflow refer to the 

eyeShare Workflow Designer user guide. 
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7.3 Incident Management 

Incident are eyeShare events. Both Events and Incidents may be handled by the 

eyeShare rule engine, however Incidents are eyeShare oriented objects on which a 

much wider range of activities may be performed.  

 

When eyeShare receives an event, it is parsed by a tag, in case such one was defined. 

If the event is parsed successfully, it turns into an incident and is displayed in 

eyeShare dashboard. If the incident is already open in eyeShare dashboard, eyeShare 

creates a new instance of the current incident. 

 

eyeShare can receive events (based on text messages ) via email, SMS or using 

eyeShare Command Line utility.  

 

For more information on the Command Line utility refer to chapter  7.6.2.2. 

For more information on Tags refer to section  7.5.11. 

 

   

 

 Each Incident represents an attachment of a Device (e.g. Exchange Server)/Service 

(e.g. Internet application) and a Classification (e.g. Disk space).  

 

Incident 
Tagging Mechanism 

Event 
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7.3.1 Incident Management Toolbar 

The following table details the eyeShare Incident Management toolbar buttons and 

their description. 

All toolbar options are available from right-click menu. 

To Disable or enable an object, right click it and select Disable/Enable 

respectively. 

Button Description 

 
Creates a Management entry. 

 Edits the selected Incident Management entry. 

 Deletes the selected Incident Management entry. 

 
Launches the Incident Console. 

For more information on Incident Console refer to the 

eyeShare Dashboard user guide. 

  Resets the selected Management entry. 

Available only in currently open Incidents. 

Resetting an Incident Management entry does not affect its MTTR 

and does not send a recovery message to the involved recipients. 

 

 

Closes the selected Management entry. 

Available only in currently open Incidents. 

Closing an Incident Management entry affects its MTTR and a 

recovery message is sent to the involved recipients. 

 



 

   

74 

7.3.2 Classification 

Classifications are part of incidents, and are being used to describe the incident's 

type. 

Č To create a Classification: 

1. From the vertical menu click Incident Management, and then click 

Classifications. 

2. From the Incident Management toolbar click . Classification dialog 

box appears: 

 

3. In Name edit box, enter a meaningful name for the new Classification (e.g. "C 

Disk Space"). 

4. In Description edit box, enter the description of the new Classification. 

5. Check wǳƴ ǿƻǊƪŦƭƻǿ ƻƴ ŜǾŜǊȅ ƛƴǎǘŀƴŎŜΧ to execute a Workflow upon each 

incident related to this Classification, or leave it unchecked in case you wish 

to run a Workflow only upon the first instance. 

6. Click OK. 
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7.3.3 Device 

Devices are a list of servers on which eyeShare executes remote activities. A Device 

can also be part of an incident and are used to indicate the machine on which the 

incident occurred.  

Č To create a Device: 

1. From the vertical menu click Incident Management, and then click Devices. 

2. From the Incident Management toolbar click . Device dialog box 

appears: 

 

 

3. In Name edit box, enter the Device's name for the new Device (e.g. 

"Exchange Server 1"). 

4. In Description edit box, enter the description of the new Device (e.g. "mail 

server"). 

5. From the Site drop box, select the site that the device belongs to. 

6. In IP Address, enter the device's IP address. 

When both the Device's name and IP address are indicated, eyeShare uses 

the IP address to access the device. 

7. In User Name, enter the user name by which the Device is accessed to 

perform any Workflow Activity in case it is not indicated in the Activity. 

8. In Password, enter the password by which the Device is accessed to perform 

any Workflow Activity in case it is not indicated in the Activity. 

9. In OS, select the Device's operating system. 
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Specifying the Device's operating system allows eyeShare to determine the 

command type to execute (Windows based or UNIX based), when operating any 

Workflow activity on this Device. 

 

10. Check wǳƴ ǿƻǊƪŦƭƻǿ ƻƴ ŜǾŜǊȅ ƛƴǎǘŀƴŎŜΧ to execute a Workflow upon each 

incident related to this Device, or leave it unchecked in case you wish to run a 

Workflow only upon the first instance. 

 

11. Click OK. 



 

   

77 

7.3.4 Incident 

An Incident is a combination of Device/Service and a certain Classification. Incidents 

are unique and can be crated both manually and automatically by the tagging 

mechanism. 

Č To create an Incident: 

1. From the vertical menu click Incident Management, and then click Incidents. 

2. From the Incident Management toolbar click . Incident dialog box 

appears: 

 

 

 

3. Select Device or Service to indicate the Incident's source. 

4. From the Name drop box, select the specific Device or Service that indicates 

the Incident's source. 

5. From the Classification drop box, select the Device or Service classification, 

which indicates the Incident's classification. 

6. Check Run workflow on every instance if you wish to activate a Workflow 

related to the Incident upon each Incident's instance, or only upon the first 

instance. 

7. Click OK. 

8. To launch the Incident Console and view the Incident's history, right click it 

and select History. 
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7.3.5 Problem 

A problem indicates a malfunction in a few Services or Devices and is a collection of 

incidents (e.g. 3 out of 5 exchange servers are down and indicate a problem in the 

ability to provide email services). 

Č To create a Problem: 

1. From the vertical menu click Incident Management, and then click Problems. 

2. From the Incident Management toolbar click . Problem dialog box 

appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Problem (e.g. "Mail 

Service"). 

4. In Classification, specify the nature of the problem (e.g. "Damaged"). 

5. In Critical Message, type in the message that is sent to the recipients upon 

Problem detection (e.g. "%name% status is critical). 

6. In Recovery Message, type in the message that is sent to the recipients upon 

recovery (e.g. "%name% status is recovered"). 

7. In Time Frame, set the period of time (in seconds) in which the elements are 

aggregated to indicate the Problem. 
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8. In Critical, set the percentage of elements that indicates the Problem's 

threshold (e.g. 60% indicates 3 out of 5 elements generate the Problem's 

threshold). 

9. In Recovery, set the percentage of elements that indicates the Problem's 

recovery. 

10. Select Device/Service/Problem to indicate the Problem's source. 

11. From the Classification drop box, select the classification that indicates the 

Problem's source. 

12. In Trigger Mode, determine whether the selected element is defined as a 

part of the Problem or triggers it regardless of the other elements in the list. 

13. Click Add. 

14. Repeat steps  10- 13 for each of the other elements that assemble the 

Problem. 

15. To remove an element from the Problem, select the element from the list 

and click Remove. 

16. Click OK. 
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7.3.6 Service 

Services are used to indicate the specific function on which the incident occurred. 

Č To create a Service: 

1. From the vertical menu click Incident Management, and then click Services. 

2. From the Incident Management toolbar click . Service dialog box 

appears: 

 

 

3. In Name edit box, enter a meaningful name for the new Service (e.g. 

"Internet"). 

4. In Description edit box, enter the description of the new Service. 

5. From the Site drop box, select the site to which the service is assigned. 

6. Check Run ǿƻǊƪŦƭƻǿ ƻƴ ŜǾŜǊȅ ƛƴǎǘŀƴŎŜΧ to execute a Workflow upon each 

incident related to this Service, or leave it unchecked in case you wish to run 

a Workflow only upon the first instance. 

7. Click OK. 



 

   

81 

7.4 Resources 

7.4.1 Resources Toolbar 

The following table details the eyeShare Resources toolbar buttons and their 

description. 

All toolbar options are available from right-click menu. 

 

Button Description 

 
Creates a resource entry. 

 Edits the selected resource entry. 

 Deletes the selected resource entry. 
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7.4.2 Duty 

A Duty is a type of work responsibility / professional skill / Training (e.g. Windows 

Systems Administrators). Each Duty is defined with at least one supervisor. After 

completing the process of creating Duties in eyeShare, Duties are being managed 

using eyeShare Global Shift Managementϰ ς eyeShare GSM. 

CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ŜȅŜ{ƘŀǊŜ {ƘƛŦǘ aŀƴŀƎŜƳŜƴǘϰ refer to eyeShare Shift 

aŀƴŀƎŜƳŜƴǘϰ user guide. 

Č To create a Duty: 

1. From the vertical menu click Resources, and then click Duties. 

2. From the Resources toolbar click . Duty Settings dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Duty (e.g. "Help 

Desk"). 

4. In Description edit box, enter the description of the new Duty (e.g. "Global 

customer support").  

5. From the Site drop box, select the associated site (a location on the globe). 

 A Duty is typically associated with a Site, a location on the globe where 

the Duty is performed.  
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6. Every Duty must be appointed with at least one supervisor. To search for a 

supervisor, enter the supervisor's name (or its initial characters) in Search 

Supervisor, and click Check Name. The matching results are listed in the 

Possible Users field. 

7. Select the User you wish to appoint as the Duty's supervisor and click Include 

( ). 

8. Repeat steps  7- 8 for each of the other Users you wish to appoint as the 

Duty's supervisor. 

 No limitation applies to the number of supervisors assigned to a Duty.  

9. If you wish to remove a User from the list of Supervisors in Duty, select the 

User by clicking it and click Remove. 

10. In Default Contact, select the recipient that is contacted incase no other User 

is assigned to the Shift.  

11. Check Use when Shift is Missing to use the Default Contact when no other 

User is assigned to the Shift. 

12. Check Always Use this Contact to always use the Default Contact, regardless 

of Shift Assignment. 

This feature is usually used when all duty members use one mobile phone 

which is passed around them. In this case, you can create a special designated 

eyeShare ǳǎŜǊ ƴŀƳŜŘ ά5.! 5ǳǘȅ tŜǊǎƻƴέ ŀƴŘ ŀǎǎƛƎƴ ƛǘ ǿƛǘƘ ǘƘŜ ǎǇŜŎƛŦƛŎ ƳƻōƛƭŜ 

phone number. 

 

13. Click OK. 
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7.4.3 User 

 eyeShare Users can be imported from the !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰΦ In this case they are 

referred to, in this document, as ΨŜȄǘŜǊƴŀƭƭȅ ŘŜŦƛƴŜŘ ¦ǎŜǊǎΩ. Users which are not 

ƛƳǇƻǊǘŜŘ ŦǊƻƳ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƻΣ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘΣ ŀǎ ΨƛƴǘŜǊƴŀƭƭȅ 

defined UsersΩ.  

 

For more information on integrating eyeShare ŀƴŘ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ ǊŜŦŜǊ ǘƻ 

section  0. 

Č To create a User: 

1. From the vertical menu click Resources, and then click Users. 

2. From the Resources toolbar click . User dialog box appears: 

  

3. User Name is the User's unique name, and is also the name by which the 

User identifies when logging in to eyeShare. If no external identification 

system is being used, in User Name, enter the User's name (e.g. "John"). 

9ƭǎŜΣ ǘƘƛǎ ŦƛŜƭŘ ƛǎ ŘƛǎŀōƭŜŘ ŦƻǊ Ψexternally defined UsersΩΦ 

4. In First Name, enter the User's first name. 

5. In Last Name, enter the User's last name. 

6. Optionally, in the Employee Number field, enter the User's employee 

number (if it is not imported from an external identification system). 
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7. From the Site drop box, select the site (a location on the globe) in which the 

User is situated. 

8. In Description, enter the User's description. 

9. In Email Address, enter the User's email address. 

10. In Voice Number, enter the number that is used to contact the user via a 

regular phone call (the voice number may be a cell phone's number) 

11. In SMS Number, set the number that is used to contact the user via text 

messages. 

 Voice Number, SMS Number, and Home Number can also be imported 

ŦǊƻƳ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ ŘǳǊƛƴƎ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ integrating eyeShare and 

ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰΦ  

 

Home Phone Number, Work Phone Number, Mobile Number 2 and 

Office Location are used as informative fields. These details are not used to 

contact the user by any means. 

12. Select the Role of the User. The following table describes each role's 

permissions: 

 

Role Permissions 

Administrator  Dashboard full control, Management full control 

Operator Dashboard full control, Site full control, no permissions 

to access Management 

Advanced User Dashboard view permission only 

User 

Recipient only, no permissions to access Dashboard 

An imported user is assigned with User 

permissions by default.  

 

13. If eyeShare IMϰ is used to contact the user, check eyeShare IM and enter 

the machine name or IP address on which eyeShare IMϰ is installed. 
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14. LŦ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ ƛǎ ƴƻǘ ōŜƛƴƎ ǳǎŜŘΣ click Set Login Password (Else, this 

ŦƛŜƭŘ ƛǎ ŘƛǎŀōƭŜŘ ŦƻǊ ΨŜȄǘŜǊƴŀƭƭȅ ŘŜŦƛƴŜŘ ¦ǎŜǊǎΩ) The {Ŝǘ tŀǎǎǿƻǊŘ ŦƻǊ ǳǎŜǊΧ 

dialog box appears: 

  

a. In New Password, enter the password by which the User logs in to 

eyeShare.  

b. Reenter the password in Confirm Password. 

c. Click OK. 

15. In Duty Color field, click  to select the User's display color. This color is 

the User's indicator and facilitates the supervisor when tracking down the 

shifts to which the User is assigned. 

16. Check eyeShare System Alerts if the User receives internal eyeShare alerts. 

For more information on system alerts refer to section  7.5.13.4 

17. Click Dashboard Settings. The Dashboard Settings dialog box appears: 

 

 

a. Change the Dashboard setting for the selected User. Alternatively, 

click Default Settings to restore the default settings: 

i. Check Bottom panel view to display gauges and charts on the 

dashboard. 
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ii. Check Display recovered incidents to display closed incidents 

in the dashboard. 

iii. Check Limit displayed incidents to in order to define the time 

frame in which incidents are displayed in the dashboard, and 

enter the number of days. 

iv. Check Cache limit to define the number of incidents that are 

saved to the cache.  

v. Click OK to exit the Dashboard Settings dialog box and return 

to the User setting dialog box. 

18. Click OK. 
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7.4.4 User Group 

User Groups are not imported from the !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ. You may import the users 

which are later assigned to groups from the !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅϰ, but each group must 

be individually created in eyeShare. 

Č To create a User Group: 

1. From the vertical menu click Resources, and then click User Groups. 

2. From the Resources toolbar click . User Group dialog box appears: 

 

 

 

3. In Group Name edit box, enter a meaningful name for the new User group 

(e.g. "Help Desk"). 

4. In Description edit box, enter the description of the new User Group (e.g. 

"Global Customer Service"). 

5. From the Users drop box select the user you wish to add to the group and 

click Add. 

6. Repeat the above step for each of the other users you wish to add to the 

group. 

7. To remove a user from the group, select it from the list and click Remove. 

8. Click OK. 
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7.4.5 Site 

A Site is a location on the globe, in which Users of the organization are situated. 

After completing the process of creating Sites, you can ascribe them to Users, 

Devices and Duties.   

Č To create a Site: 

1. From the vertical menu click Resources, and then click Sites. 

2. From the Resources toolbar click . Site dialog box appears: 

 

 

 

3. In Name edit box, enter a meaningful name for the new Site (e.g. "New 

York"). 

4. In Description edit box, enter the description of the new Site (NY 

headquarters). 

5. Select the site's Time Zone (e.g. "GMT -5:00"). 

6. Enter the site's Phone Prefix and click Add. 

7. Repeat the above step for each of the other phone prefixes you wish to 

assign to the Site. 

8. To remove a prefix from the site select it from the list and click Remove. 

9. Click OK. 
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7.5 Configuration 

The Configuration section is used for system initialization and definition of 

communication modules, general settings and license activation. 
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7.5.1 Configuration Toolbar 

The following table details the eyeShare Configuration toolbar buttons and their 

description. 

All toolbar options are available from right-click menu. 

The entire toolbar is not available in Settings tab. 

To Disable or enable an object, right click it and select Disable/Enable 

respectively. 

 

Button Description 

 
Creates a new Configuration object. 

 Edits the selected Configuration object's properties. 

 Deletes the selected Configuration object. 

 

Moves the selected Configuration object to a lower location in the 

list. 

Available only in Tags tab. 

 

Moves the selected Configuration object to a higher location in 

the list. 

Available only in Tags tab. 
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7.5.2 The Modules  

An eyeShare module is a component which supports communication, remote 

execution and systems integration. Each module serves an interface to its equivalent 

service ς mail service, telephone or command executor. 

 

eyeShare has different types of modules. No limitation applies to the number of 

supported modules. However, it is subject to your license. Only one module of one 

type may be installed on one Device. The following table describes the module types. 

 

Module Type Description 

Caller Module Dial-up server for incoming and outgoing phone calls. 

Caller module is responsible for performing all IVR and 

telephone related Activities of a Workflow. 

Email Module An email component that performs email related 

Activities, such as sending and receiving emails. Similar 

to MS outlook or MS outlook express account. 

Executor Module Runs any type of command, batch file or exe file on the 

local or a remote machine.  

Executor Module may be installed locally or 

separately on each machine from which commands are 

executed. 

The communication between eyeShare Server and 

the Executor module is unidirectional and is encrypted 

by 3DES using port 11006. 

MS Operations Manager 

Module 

A connector to MS Operations Manager (MOM). 

SMS Module A cellular component that sends SMS to eyeShare 

recipients. 

Syslog Module A connector to Syslog Daemon 
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Module Type Description 

Message Queue Module A connector to a Microsoft/IBM MQ component (used to 

manage queues of messages and requests).  

 

Each communication-related Module (SMS, Caller and Email modules) may be 

monitored by eyeShare server or monitor eyeShare server according to the following 

options: 

 

Monitor Option Description 

Yes eyeShare Server monitors the module 

No eyeShare Server does not monitor the module 

Bidirectional Both eyeShare Server and the module are monitoring 

each other. 

 

If eyeShare server monitors the module, a new incident appears in eyeShare 

Dashboard when the module is down. If eyeShare server is being monitored by the 

module, it sends an alert to a predefined user when eyeShare server is down.  

For more information on Users refer to section  7.5.2 7.4.3.  

  

Č To create a Module: 

1. From the vertical menu click Configuration, and then click Modules. 

2. From the Configuration toolbar click . Module dialog box appears: 
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Sections  7.5.3- 7.5.7 detail the specific settings of each Module type: 
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7.5.3 Caller Module 

 

 

1. Check/Uncheck Enable Module to enable/disable it. 

2. From the Type drop box, select Caller Module.  

3. In Name edit box, enter a meaningful name for the new Module (e.g. "Caller 

Server"). 

4. In Description edit box, enter the description of the new Caller Module. 

5. From the Device drop box, select the Device on which the module is installed. 

6. From the Device drop box, select the type of dial-up card used by the Caller 

Module. 

7. From the Monitor drop box, select the module's monitoring option. 

For more information on Module monitoring refer to section  7.5.2.  

8. From the Line drop box, select the number of lines connected by the dial-up 

card. 

 The number of concurrent calls the dial up card may perform is derived 

from the number of connected ports. 

9. If you selected Dialogic JCT, check/uncheck Voice Recognition to determine 

whether or not voice recognition support is required. 
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10. If your dialing card supports more than one port and you wish to perform any 

sort of activities that require more than one port, check Use Dual Port 

Recording.  

11. Click OK. 
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7.5.4 Email Module  

 

1. Check/Uncheck Enable Module to enable/disable it. 

2. From the Type drop box, select Email Module.  

3. In Name edit box, enter a meaningful name for the new Module (e.g. "Email 

Module"). 

4. In Description edit box, enter the description of the new Email Module. 

5. From the Device drop box, select the Device on which the module is installed. 

6. In Port edit box, enter the port through which the Email module operates. 

7. From the Monitor drop box, select the module's monitoring option. 

For more information on Module monitoring refer to section  7.5.2.  

The following table describes the supported Email configuration types: 

Email Configuration Type Description 

POP3 Incoming email is received by POP3 and 

outgoing email is sent by SMTP. 

Microsoft Exchange 

Server 

Incoming and outgoing email is handled by an 

exchange server. 

SMTP (Outgoing Only) Using SMTP for outgoing email only. 

 
8. From the Email Service drop box, select the Email service type and click 

Configure Email.  

  








































































